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DETAILED ACTION 

1 . This action is response to Request for Continued Examination (RCE) filed on 
12/01/2010. Claims 1-21 are pending; claims 1,6, 11 and 17 are amended. 

2. A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.114. Applicant's submission filed on 12/01/2010 has been entered. 

3. The applicant's arguments filed on 12/01/2010 have fully considered but they are moot 
in view with new ground for rejections. 

Claim Objections 

4. Claim 7 is objected to because of the following informalities: the claim recites element 
"the email client" which lacks antecedent basis. In view of examiner, this element should be 
either the recipient email client/ or the sender email client. Appropriate correction is required. 
For examination purpose, examiner will interpret 'the mail client' as the recipient email client. 

Examiner interpretations 

5. Claim 1 is directed to statutory subject matter under meaning of35U.S.C§ 101 
because of claim features 'encrypting the electronic mail, at the recipient, with the authenticated 
identity information if the recipient attempts to store the electronic mail to a local storage; and 
decrypting the electronic mail, at the recipient if the recipient attempts to retrieve the electronic 
mail from the local storage'. Those steps could not be performed either mentally, verbally or 
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without a machine. Those steps inherently invoke/require a machine or article for 
implementations. 

6. Claim 17 is directed to statutory subject matter under meaning of 35 U.S.C § 101 of 
follow reasons: the specification is silent in regarding a definition or evidence in that a device 
includes signals, therefore claim element 'storage device' should be interpreted with it's ordinary 
meaning which would be only machines and not a signal. 

Claim rejections-35 USC § 101 

35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

7. Claims 6-16 are rejected under 35 U.S.C 101 as directed to non-statutory subject 
matter. 

Regarding claims 6-10: 

Claim 6 is directed to non-statutory subject matter because of follow reasons: 
The claim is directed to statutory subject matter only if at least one of the claimed 
elements is a physical part of a device. 

The specification is silent in regarding actual definitions for claims elements (an 
electronic mail confidentiality preserver, input-processing engine; encryption/description engine) 
as directed to a physical components; therefore, applying the broadest reasonable interpretation, 
'engine' could be equally implemented as software component (e.g. as a portion of program) (see, 
'Microsoft Computer Dictionary, fifth edition, page 193), and preserver could be equally 
implemented as software (see 'Microsoft Computer Dictionary, fifth edition, page 474); 
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therefore claim 6 lacks the necessary structure element; thus, claim 6 and its dependencies fail to 
fall within one of the four statutory categories of invention recited in 35 U.S.C. § 101 process, 
machine, manufacture, and composition of matter, and directed to non-statutory subject matter. 
Regarding claims 11-16: 

Claim 1 1 is directed to non-statutory subject matter because of follow reasons: 

The claim is directed to statutory subject matter only if at least one of the claimed 
elements is a physical part of a device. 

The specification is silent in regarding actual deifications for claims elements (local 
storage; communication engine, an electronic mail confidentiality preserver, input-processing 
engine; encryption; description engine) as directed to a physical components; therefore, applying 
the broadest reasonable interpretation, 'local storage' could be equally implemented as a data file 
(see 'American Heritage College dictionary, page 1362), 'engine' could be equally implemented 
as software component (e.g. as a portion of program) (see, 'Microsoft Computer Dictionary, fifth 
edition, page 193), and preserver could be equally implemented as software (see 'Microsoft 
Computer Dictionary, fifth edition, page 474). 

Furthermore, It would have been obvious to one of ordinary skill in the art to understand 
that claim element 'user interface' is directed to a software component, see ('Microsoft Computer 
Dictionary, fifth edition, page 544). 

Therefore, claim 1 1 lacks the necessary structure element; thus, claim 1 1 and its 
dependencies fail to fall within one of the four statutory categories of invention recited in 35 
U.S.C. § 101 process, machine, manufacture, and composition of matter, and directed to non- 
statutory subject matter. 
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Claim rejections-35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
102 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill 
in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 

Claims 1-21 are rejected under 35 U.S.C 103(a) as being un-patentable Ross (U.S. 
2002/0143885) in view of Spraggs (U.S. 6,941,454) further in view of Kobata et al. (U.S. 
2003/0023695) 

Regarding claim 1: 

Ross discloses the invention substantially as claimed, including a method for preserving 
confidentiality of an electronic mail from a sender to a recipient, comprising: 

the sender and the recipient are each directly coupled to communicate with both the 
authentication server and the mail server: (both email sender and email receiver are each directly 
coupled to mail server and authentication server module: Ross, figure 1, items 118, 136; [0080]). 

authenticating identity information of the recipient based on data provided by an 
authentication server: (authenticating email user passwords/ company badge: Ross, [0061]). 

decrypting the electronic mail, at the recipient: ( recipient decrypts received encrypted 
email message: Ross, [0142]; [0183]). 

However, Ross does not explicitly disclose encrypting the electronic mail, at the 
recipient, with the authenticated identity information if the recipient attempts to store the 
electronic mail to a local storage. 
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In analogous art, Spraggs discloses a server is capable to re-encrypt the decrypted data 
those are received from a sending client with the server key and store the re-encrypted data into a 
secure database, see (Spraggs, column 3, lines 45-51). 

decrypting the electronic mail, at the recipient if the recipient attempts to retrieve the 
electronic mail from the local storage: (Spraggs further discloses the server decrypts the stored 
re-encrypted data when it attempts to retrieve the data from the secure database responsive to 
client requests, see (Spraggs, column 3, lines 45-67). 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made combine Spraggs 'ideas of decrypting the stored re-encrypted data when 
attempting to retrieve the data from the secure database and re-encrypting data for storing into a 
secure database into Ross' system in order to provide higher secure level communication system, 
see (Spraggs, column 1, lines 44-47). 

However, Ross-Spraggs does not explicitly disclose restricting the recipient's ability to 
modify contents of the electronic mail, from a mail server, based on a confidentiality level 
established by the sender, wherein a user interface is to comprise a first set of confidentiality 
levels from which the sender is to select. 

In analogous art, Kobata discloses a mail client with capabilities setting secure email 
delivery options, such as, through a user interface with a set of selectable functions (i.e. "send 
secure;" "preventing forwarding;" "preventing copy" . . .etc.), the sender could set restrictions 
options for recipient's ability to modify receiving content, see (Kobata, [0212]; [0219]; [0220]; 
[0227]; [0159]-[0160]; [0029]; figures 26 & 28 & 37 & 38; [0215]). 



Application/Control Number: 09/851 ,625 Page 7 

Art Unit: 2452 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Kobata's ideas of providing email client capability of selecting 
email process preferences (e.g. restricting recipient to modify email), so that based on those 
selected preferences the mail server will process the email into Ross-Spraggs's system in order to 
provide an efficient and secure email delivery system (see Kobata, [0008]-[0009]). 

Regarding claim 2: 

In addition to rejection in claim 1, Ross-Kobata-Spraggs further discloses wherein the 
identity information is a system password: (providing user IDs and Passwords for authentication 
process: Kobata, [0070]). 

Regarding claim 3: 

In addition to rejection in claim 1, Ross-Spraggs-Kobata further discloses prompting a 
user of the recipient to supply the identity information: (a receiver is requested to provide user 
IDs and Passwords for authentication process: Kobata, [0070]). 

decrypting the electronic mail with the identity information supplied by the user: (in 
Spraggs's system, the receiving client can decrypt data via using it's private key: column 3, lines 
65-67). 

Regarding claim 4: 

In addition to rejection in claim 1, Ross-Spraggs-Kobata further discloses asserting a 
control signal to disable options that are originally supported by the recipient if the 
confidentiality level satisfies a predefined confidentiality threshold: (by using Atabok Digital 
Asset control option, sender can select/update modification options. It would have been obvious 
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to one of ordinary skill in the art to understand that when new option is selected, the original 
selected would be disabled: Kobata, [0220]; [0212]; figure 28). 
Regarding claim 5: 

In addition to rejection in claim 4, Ross-Spraggs-Kobata further discloses the control 
signal is a control signal: (message senders and message receivers can operate in a non- 
graphical environment by entering command line operations according to compatible protocols: 
Kobata, [0062]). 

Regarding claim 6: 

Ross discloses the invention substantially as claimed, including an electronic mail 
confidentiality preserver of a recipient email client, which can be implemented in a computer 
hardware or software code, comprising: 

the sender and the recipient are each directly coupled to communicate with both the 
authentication server and the mail server: (both email sender and email receiver are each 
directly coupled to mail server and authentication server module: Ross, figure 1A, items 118, 
136; [0080]). 

However, Ross does not explicitly disclose an encryption/decryption engine, coupled to 
the input-processing engine, to encrypt the electronic mail with authenticated identity 
information based on data provided by an authentication server if the recipient attempts to store 
the electronic mail to a local storage. 

In analogous art, Spraggs discloses communications between a sever and a client. The 
server, including encryption/decryption engine coupled to input engine. The server encrypts an 
email by using user private keys (Spraggs, figure 8, items 802, 804, 806, 812, 814; figure 2, item 
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200; figure 3, items 306). The server is capable to re-encrypt the decrypted data those are 
received from a sending client with the server key and store the re-encrypted data into a secure 
database, (Spraggs, column 3, lines 45-51). 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to modify "server" of Spraggs with capabilities of decrypting the stored re- 
encrypted data when it attempts to retrieve the data from the secure database responsive to client 
requests and re-encrypting data prior storing them into a secure database to 'recipient' as taught 
in Ross. The combination would have been obvious because one of ordinary skill in the art 
would have been motivated to provide higher secure level communication system, see (Spraggs, 
column 1, lines 44-47). 

However, Ross-Spraggs does not explicitly disclose limit abilities of a user of the 
recipient email client to modify contents of an electronic mail received by the recipient email 
client based on a confidentiality level, wherein a user interface further comprises a first set of 
confidentiality levels from which a user of a sender email client is to select. 

In analogous art, Kobata discloses a mail client with capabilities setting secure email 
delivery options, such as, through a graphical user interface with a set of selectable functions (i.e. 
"send secure;" "preventing forwarding;" "preventing copy" . . .etc.), the sender could set 
restrictions options for recipient's ability to modify receiving content: Kobata, [0212]; [0219]; 
[0220]; [0227]; [0159]-[0160]; [0029]; figures 26 & 28 & 37 & 38; [0215]). 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Kobata' s ideas of providing email client capability of selecting 
email process preferences (e.g. restricting recipient to modify email), so that based on those 
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selected preferences the mail server will process the email into Ross-Spraggs's system in order to 
provide an efficient and secure email delivery system (see, [0008]-[0009]). 
Regarding claim 7: 

In addition to rejection in claim 6, Ross-Spraggs-Kobata further discloses asserts a first 
control signal to disable options that are originally supported by the email client if the 
confidentiality level satisfies a predefined confidentiality threshold: (by using Atabok Digital 
Asset control option, sender can select/update modification options. It would have been obvious 
to one of ordinary skill in the art to understand that when new option is selected, the original 
selected would be disabled: Kobata, [0220]; [0212]; figure 28). 

Regarding claim 8: 

In addition to rejection in claim 7, Ross-Spraggs-Kobata further discloses the control 
signal is a control signal: (message senders and message receivers can operate in a non- 
graphical environment by entering command line operations according to compatible protocols: 
Kobata, [0062]). 

Regarding claim 9: 

In addition to rejection in claim 6, Ross-Spraggs-Kobata further discloses asserts a 
second control signal to invoke the encryption/decryption engine in response to the user's access: 
(recipient decrypts received encrypted email message: Ross, [0142]; [0183]). 

Regarding claim 10: 
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In addition to rejection in claim 6, Ross-Spraggs-Kobata further discloses prompting the 
user for identity information: (prompting for user passwords: Spraggs: figure 6, item 606; figure 
7, items 710). 

decrypting the electronic email with an identity information: (decrypting email using 
client's receiving private key: Spraggs: figure 7, items 710, 712). 

encrypts the electronic mail with the identity information to store the electronic mail: (a 
server is capable to re-encrypt the decrypted data those are received from a sending client with 
the server key and store the re-encrypted data into a secure database: Spraggs, column 3, lines 
45-51). 

decrypts the electronic mail to retrieve the electronic mail: (Spraggs further discloses the 
server decrypts the stored re-encrypted data when it attempts to retrieve the data from the secure 
database: Spraggs, column 3, lines 45-67). 

Regarding claim 11: 

Ross discloses the invention substantially as claimed, including a electronic mail clients, 
comprising: 

the sender and the recipient are each directly coupled to communicate with both the 
authentication server and the mail server: (both email sender and email receiver are each directly 
coupled to mail server and authentication server module: Ross, figure 1A, items 118, 136; 
[0080]). 

a user interface: (Ross: figures 5; figure 7). 

a communication engine: (network interface card included in client computers: Ross, 
figure 3). 
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a local storage: (email storage: Ross, figure 318). 

an electronic mail confidentiality preserver (email server: Ross, figure 1, item 118), 
coupled to the user interface (communication connection between client computer and email 
server; wherein the client computer comprises user interface: Ross: figure 1A; figures 5; figure 
7), coupled to the communication engine (authentication module: Ross, figure 1A, item 136) and 
coupled to the local storage (email storage: Ross, figure 1A, item 140). 

However, Ross does not explicitly disclose the electronic mail confidentiality preserver 
further comprises: an encryption/decryption engine, coupled to the input-processing engine, to 
encrypt the electronic mail with authenticated identity information based on data provided by an 
authentication server if the recipient attempts to store the electronic mail to a local storage. 

In analogous art, Spraggs discloses communications between a sever and a client. The 
server, including encryption/decryption engine coupled to input engine. The server encrypts an 
email by using user private keys (Spraggs, figure 8, items 802, 804, 806, 812, 814; figure 2, 
item 200; figure 3, items 306). The server is capable to re-encrypt the decrypted data those are 
received from a sending client with the server key and store the re-encrypted data into a secure 
database, (Spraggs, column 3, lines 45-51). 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to modify "server" of Spraggs with capabilities of decrypting the stored re- 
encrypted data when it attempts to retrieve the data from the secure database responsive to client 
requests and re-encrypting data prior storing them into a secure database to 'recipient' as taught 
in Ross. The combination would have been obvious because one of ordinary skill in the art 
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would have been motivated to provide higher secure level communication system, see (Spraggs, 
column 1, lines 44-47). 

However, Ross-Spraggs does not explicitly disclose limit abilities of a user of the 
recipient email client to modify contents of an electronic mail received at the recipient email 
client from a sender through a email server based on a user-selected confidentiality level; 
wherein the user interface further comprises a first set of confidentiality levels from which a user 
is to select. 

In analogous art, Kobata discloses a mail client with capabilities setting secure email 
delivery options, such as, through a graphical user interface with a set of selectable functions (i.e. 
"send secure;" "preventing forwarding;" "preventing copy" . . .etc.), the sender could set 
restrictions options for recipient's ability to modify receiving content: Kobata, [0212]; [0219]; 
[0220]; [0227]; [0159]-[0160]; [0029]; figures 26 & 28 & 37 & 38; [0215]). 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Kobata' s ideas of providing email client capability of selecting 
email process preferences (e.g. restricting recipient to modify email), so that based on those 
selected preferences the mail server will process the email into Ross-Spraggs's system in order to 
provide an efficient and secure email delivery system (see, [0008]-[0009]). 

Regarding claim 12: 

In addition to rejection in claim 11, Ross-Spraggs-Kobata further discloses wherein the 
user interface further comprises a second set of options to manipulate the electronic mail from 
which the user is to select: (a user interface comprise a set of selectable functions (i.e. "send 
secure;" "preventing forwarding;" "preventing copy"; "receiving address". ...etc.), wherein the 
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sender could set restrictions options for recipient's ability to modify receiving content: Kobata, 
[0220]; [0221]; figures 26; figure 28; figure 29; figure 30; [0215]). 

Regarding claim 13: 

In addition to rejection in claim 12, Ross-Spraggs-Kobata further discloses asserting a 
control signal to disable options that are originally supported by the recipient if the 
confidentiality level satisfies a predefined confidentiality threshold: (by using Atabok Digital 
Asset control option, sender can select/update modification options. It would have been obvious 
to one of ordinary skill in the art to understand that when new option is selected, the original 
selected would be disabled: Kobata, [0220]; [0212]; figure 28). 

Regarding claim 14: 

In addition to rejection in claim 13, Ross-Spraggs-Kobata further discloses the control 
signal is a control signal: (message senders and message receivers can operate in a non-graphical 
environment by entering command line operations according to compatible protocols: Kobata, 
[0062]). 

Regarding claim 15: 

In addition to rejection in claim 12, Ross-Spraggs-Kobata further discloses asserts a 
second control signal to invoke the encryption/decryption engine in response to the user's access: 
(recipient decrypts received encrypted email message: Ross, [0142]; [0183]). 

Regarding claim 16: 
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In addition to rejection in claim 12, Ross-Spraggs-Kobata further discloses prompting the 
user for identity information: (Spraggs: figure 7, items 710, 712). 

decrypting the electronic email with the identity information: (decrypting email using 
client's receiving private key: Spraggs: figure 7, items 710, 712). 

encrypts the electronic mail with the identity information to store the electronic mail: (a 
server is capable to re-encrypt the decrypted data those are received from a sending client with 
the server key and store the re-encrypted data into a secure database: Spraggs, column 3, lines 
45-51). 

decrypts the electronic mail to retrieve the electronic mail: (Spraggs further discloses the 
server decrypts the stored re-encrypted data when it attempts to retrieve the data from the secure 
database: Spraggs, column 3, lines 45-67). 

Regarding claim 17: 

Ross discloses the invention substantially as claimed, including a storage device 
including a plurality of instructions readable therefrom, the instructions, when executed by a 
computer system, cause the computer system to perform operations comprising: 

the sender and the recipient are each directly coupled to communicate with both the 
authentication server and the mail server: (both email sender and email receiver are each directly 
coupled to mail server and authentication server module: Ross, figure 1, items 118, 136; [0080]). 

authenticating identity information of the recipient based on data provided by an 
authentication server: (authenticating email user passwords/ company badge: Ross, [0061]). 

decrypting the electronic mail, at the recipient: ( recipient decrypts received encrypted 
email message: Ross, [0142]; [0183]). 
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However, Ross does not explicitly disclose encrypting the electronic mail, at the 
recipient, with the authenticated identity information if the recipient attempts to store the 
electronic mail to a local storage. 

In analogous art, Spraggs discloses a server is capable to re-encrypt the decrypted data 
those are received from a sending client with the server key and store the re-encrypted data into a 
secure database, see (Spraggs, column 3, lines 45-51). 

decrypting the electronic mail, at the recipient if the recipient attempts to retrieve the 
electronic mail from the local storage: (Spraggs further discloses the server decrypts the stored 
re-encrypted data when it attempts to retrieve the data from the secure database responsive to 
client requests, see (Spraggs, column 3, lines 45-67). 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made combine Spraggs 'ideas of decrypting the stored re-encrypted data when 
attempting to retrieve the data from the secure database and re-encrypting data for storing into a 
secure database into Ross' system in order to provide higher secure level communication system, 
see (Spraggs, column 1, lines 44-47). 

However, Ross-Spraggs does not explicitly disclose restricting the recipient's ability to 
modify contents of the electronic mail, from a mail server, based on a confidentiality level 
established by the sender of electronic email, wherein a user interface is to comprise a first set of 
confidentiality levels from which the sender is to select. 

In analogous art, Kobata discloses a mail client with capabilities setting secure email 
delivery options, such as, through a user interface with a set of selectable functions (i.e. "send 
secure;" "preventing forwarding;" "preventing copy" . . .etc.), the sender could set restrictions 
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options for recipient's ability to modify receiving content: Kobata, [0212]; [0219]; [0220]; 
[0227]; [0159]-[0160]; [0029]; figures 26 & 28 & 37 & 38; [0215]). 

Thus, it would have been obvious to a person of ordinary skill in the art at the time the 
invention was made to combine Kobata' s ideas of providing email client capability of selecting 
email process preferences (e.g. restricting recipient to modify email), so that based on those 
selected preferences the mail server will process the email into Ross-Spraggs's system in order to 
provide an efficient and secure email delivery system (see Kobata, [0008]-[0009]). 
Regarding claim 18: 

In addition to rejection in claim 17, Ross-Kobata-Spraggs further discloses wherein the 
identity information is a system password: (providing user IDs and Passwords for authentication 
process: Kobata, [0070]). 

Regarding claim 19: 

In addition to rejection in claim 17, Ross-Spraggs-Kobata further discloses prompting a 
user of the recipient to supply the identity information: (a receiver is requested to provide user 
IDs and Passwords for authentication process: Kobata, [0070]). 

decrypting the electronic mail with the identity information supplied by the user: (In 
Spraggs's system, the receiving client can decrypt data via using it's private key: column 3, lines 
65-67). 

Regarding claim 20: 

In addition to rejection in claim 17, Ross-Spraggs-Kobata further discloses asserting a 
control signal to disable options that are originally supported by the recipient if the 
confidentiality level satisfies a predefined confidentiality threshold: (by using Atabok Digital 
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Asset control option, sender can select/update modification options. It would have been obvious 
to one of ordinary skill in the art to understand that when new option is selected, the original 
selected would be disabled: Kobata, [0220]; [0212]; figure 28). 

Regarding claim 21: 

In addition to rejection in claim 20, Ross-Spraggs-Kobata further discloses the control 
signal is a control signal: (message senders and message receivers can operate in a non-graphical 
environment by entering command line operations according to compatible protocols: Kobata, 
[0062]). 

Conclusions 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to LAN-DAI Thi TRUONG whose telephone number is (571)272- 
7959. The examiner can normally be reached on Monday- Friday from 8:30am to 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Thu Nguyen can be reached on 571-272-6967. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

02/22/2011 
/Lan-Dai Thi Truong/ 
Examiner, Art Unit 2452 



